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Q: What key characteristics distinguish a professional from other kinds of workers, and is an IT 

worker considered a professional? What factors are transforming the professional services industry? 

(W-13) (S-15) (7M) 

 

Profession is used to describe work that requires specialized knowledge, and often long and intensive 

academic preparation. 

 

The U.S. Code of Federal Regulations defines a person “employed in a professional capacity” as one 

who meets these four criteria: 

1. One’s primary duties consist of the performance of work requiring knowledge of an advanced type in 

a field of science or learning customarily acquired by a prolonged course of specialized intellectual 

instruction and study or work. 

2. One’s instruction, study, or work is original and creative in character in a recognized field of artistic 

endeavor, the result of which depends primarily on the invention, imagination, or talent of the 

employee. 

3. One’s work requires the consistent exercise of discretion and judgment in its performance. 

4. One’s work is predominantly intellectual and varied in character, and the output or result cannot be 

standardized in relation to a given period of time. 

IT Workers Professionals 

 

IT specialists include 

programmers, 

systems analysts, 

software engineers, 

database administrators, 

local area network (LAN) administrators 

chief information officers (CIOs), 

 

From a legal perspective, IT workers are not recognized as professionals because they are not 

licensed by the state or federal government. 

 

The Changing Professional Services Industry 

IT workers are considered part of the professional services industry. 

Seven forces that are changing the nature of professional services: 

Client Sophistication 
Clients are more aware of what they need from service providers, more willing to look outside their own 

organization to get the best possible services, and better able to drive a hard bargain to get the best possible 

services at the lowest possible cost. 

Governance 

Major scandals and tougher laws enacted to avoid future scandals (e.g., Sarbanes-Oxley) have created an 

environment in which there is less trust and more oversight in client service provider relationships. 

Connectivity 

Clients and service providers have built their working relationships on the expectation that they can 

communicate easily and instantly around the globe through electronic teleconferences, audio conferences, e- 

mail, and wireless devices. 

Transparency 

Clients expect to be able to see work-in-progress in real time, and they expect to be able to influence that 

work. No longer are clients willing to wait until the end product is complete before they weigh in with 

comments and feedback. 

Modularization 
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Clients are able to break down their business processes into the fundamental steps and decide which they 

will perform themselves and which they will outsource to service providers. 

Globalization 

Clients are able to evaluate and choose among service providers around the globe, making the service 

provider industry extremely competitive. 

Commoditization 

Clients look at the delivery of low-end services (e.g., staff augmentation to complete a project) as a 

commodity service for which price is the primary criterion for choosing a service provider. For the delivery 

of high-end services (e.g., development of an IT strategic plan), clients seek to form a partnership with their 

service providers. 

 

Q: What relationships must an IT worker manage and what key ethical issues can arise in each? (W- 

14) (13M) 

 
 

Professional Relationships That Must Be Managed 

 

IT workers have many different relationships, including those with employers, clients, suppliers, 

other professionals, IT users, and the society at large and that in each relationship, an ethical IT worker acts 

honestly and appropriately. 

 

Relationships between IT Workers and Employers 

 

1. IT workers and employers have a critical, multifaceted relationship that requires ongoing effort by 

both parties to keep it strong And IT worker and an employer typically agree on fundamental aspects 

of this relationship before the worker accepts an employment offer. 

 

2. Although end users often get the blame when it comes to using illegal copies of commercial 

software, software piracy in a corporate setting is sometimes directly traceable to IT staff members - 

either they allow it to happen or they actively engage in it, often to reduce IT-related spending. 

➢ Business Software Alliance (BSA):- a trade group that represents the world’s largest software and 

hardware manufacturers, whose mission is to stop unauthorized copying of software produced by its 

members. 

 

3. Failure to cooperate with the BSA can be extremely expensive. The cost of criminal or civil penalties 

to a corporation and the people involved can easily be many times more expensive than the cost of 

“getting legal” by acquiring the correct number of software licenses. 

 

➢ Trade secret: - information used in a business, generally unknown to the public and representing 

something of economic value that the company has taken strong measures to keep confidential. 

➢ Whistle-blowing: - an effort by an employee to attract attention to a negligent, illegal, unethical, 

abusive, or dangerous act by a company that threatens the public interest. 

 

Relationships between IT Workers and Clients 

 

1. IT workers provide services to clients; sometimes those “clients” are coworkers who are part of the 

same organization as the IT worker. In other cases, the client is part of a different organization. Note 

that in relationships between IT workers and clients, each party agrees to provide something of value 

to the other. 
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2. Typically, the client makes decisions about a project on the basis of information, alternatives, and 

recommendations provided by the IT worker. Explain that the client trusts the IT worker to use his or 

her expertise and to act in the client’s best interests. 

 

➢ Conflict of interest:- a conflict between a person’s (or firm’s) self-interest and the interests of a 

client. 

 

3. Problems can arise during a project if IT workers find themselves unable to provide full and accurate 

reporting of the project’s status due to a lack of information, tools, or experience needed to perform 

an accurate assessment. 

 

➢ Fraud: - the crime of obtaining goods, services, or property through deception or trickery. 

 

4. Make sure students understand the elements involved in proving fraud in a court of law. 

 

➢ Misrepresentation: - misstatement or incomplete statement of a material fact. 

➢ Breach of contract:- when one party fails to meet the terms of a contract. 

➢ Material breach of contract:- when a party fails to perform certain express or implied obligations 

which impair or destroy the essence of the contract. 

 

5.  IT projects are joint efforts in which vendors and customers work together to develop a system. 

Assigning fault when such projects go wrong can be difficult. 

 

Relationships between IT Workers and Suppliers 

 

1. Having a good relationship with a supplier encourages the flow of useful communication. A good 

relationship is developed by treating suppliers fairly and not making unreasonable demands. 

 

2. Suppliers strive to maintain positive relationships with their customers in order to make and increase 

sales. To achieve this goal, they may sometimes engage in unethical actions - for example, offering 

an IT worker a gift that is actually intended as a bribe. 

 

➢ Bribery: - providing money, property or favors to someone in business or government to obtain a 

business advantage. 

 

➢  Foreign Corrupt Practices Act (FCPA):- a federal law that makes it a crime to bribe a foreign 

official, a foreign political party official, or a candidate for foreign political office. 

 

3. The FCPA requires corporations to have an adequate internal auditing and accounting system, and 

permits facilitating payments made for “routine government actions” such as obtaining permits or 

processing visas. 

 

4. In some countries, gifts are an essential part of doing business. In fact, in some countries, it would be 

considered rude not to bring a present to an initial business meeting. 

 

Relationships between IT Workers and Other Professionals 

 

1. Professionals owe each other adherence to the professions code of conduct. Experienced 

professionals can also serve as mentors and help develop new members of the profession. 

 

➢ Résumé inflation: - lying on a résumé and claiming competence in an IT skill that is in high 

demand. 
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1. An ethical issue that can arise in relationships between IT workers and other professionals is the 

inappropriate sharing of corporate information. 

 

Relationships between IT Workers and IT Users 

 

1. Term IT user refers to a person who uses a hardware or software product; the term distinguishes end 

users from the IT workers who develop, install, service, and support the product. 

2. IT workers have a duty to understand a user’s needs and capabilities and to deliver products and 

services that best meet those needs - subject, of course, to budget and time constraints. 

 

Relationships between IT Workers and Society 

 

1. Society expects members of a profession to provide significant benefits and to not cause harm 

through their actions. 

 

2. It is important to note that there is currently no single, formal organization of IT workers that takes 

responsibility for establishing and maintaining standards that protect the public. 

 
 

Q: How do codes of ethics, professional organizations, certification, and licensing affect the ethical 

behavior of IT professionals? 

 

Professional Codes of Ethics 

 

1. A professional code of ethics states the principles and core values that are essential to the work of a 

particular occupational group. Practitioners in many professions subscribe to a code of ethics that 

governs their behavior. 

 

2. An important point to make is that laws do not provide a complete guide to ethical behavior. Just 

because an activity is not defined as illegal does not mean it is ethical. 

 

Professional Organizations 

 

No IT professional organization has emerged as preeminent, so there is no universal code of ethics 

for IT workers. However, the existence of such organizations is useful in a field that is rapidly growing and 

changing. 

 

Association for Computing Machinery (ACM) 

 

Association for Computing Machinery (ACM), a computing society founded in 1947 with over 

97,000 student and professional members in more than 100 countries. It is international in scope with an 

ACM Europe, ACM India, and ACM China organization. 

 

Institute of Electrical and Electronics Engineers Computer Society (IEEE-CS) 

 

Institute of Electrical and Electronics Engineers (IEEE) covers the broad fields of electrical, electronic, 

and information technologies and sciences. The IEEE-CS is one of the oldest and largest IT professional 

associations, with about 85,000 members. 

 

In 1993, the ACM and IEEE-CS formed a Joint Steering Committee for the Establishment of Software 

Engineering as a Profession. 
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Association of Information Technology Professionals (AITP) 

 

1. AITP was started in Chicago in 1951 by a group of machine accountants under the name Machine 

Accountants Associations (MAA). 

 

2. AITP provides IT-related seminars and conferences, information on IT issues, and forums for 

networking with other IT workers. Its mission is to provide superior leadership and education in 

information technology, and one of its goals is to help members make themselves more marketable 

within their industry. 

 

SysAdmin, Audit, Network, Security (SANS) Institute 

 

1. SANS Institute provides information security training and certification for a wide range of 

individuals, such as auditors, network administrators, and security managers. 

 

2. SANS makes available, at no cost, a collection of some 1,200 research documents about various 

topics of information security. 

Certification 

 

1. Certification indicates that a professional possesses a particular set of skills, knowledge, or abilities, 

in the opinion of the certifying organization. Note that unlike licensing, which applies only to people 

and is required by law, certification can also apply to products (e.g., the Wi-Fi CERTIFIED logo 

assures that the product has met rigorous interoperability testing to ensure that it will work with other 

Wi-Fi-certified products) and is generally voluntary. 

 

2. Certification is not a substitute for experience and does not guarantee that a person will perform well 

on the job. As a result, some hiring managers are rather cynical about the value of certifications. 

 

Vendor Certifications 

 

Many IT vendors - such as Cisco, IBM, Microsoft, SAP, and Oracle - offer certification programs for 

their products. Explain that workers who successfully complete a program can represent themselves as 

certified users of a manufacturer’s product. Depending on the job market and the demand for skilled 

workers, some certifications might substantially improve an IT worker’s salary and career prospects. 

 

Industry Association Certifications 

 

Point out that due to the ongoing need for strong project managers, some of the most widely recognized and 

most sought-after certifications come from the Project Management Institute, which offers certification at 

several different levels. 

 

Government Licensing 

 

Government licensing is usually handled by state governments in the U.S., and requires that the recipient 

pass a test. 

 

The Case for Licensing IT Workers 
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As a result of the increasing importance of IT in our everyday lives, the development of reliable, 

effective information systems has become an area of mounting public concern. This concern has led to a 

debate about whether the licensing of IT workers would improve information systems. 

 

Issues Associated with Government Licensing of IT Workers 

 

The reasons why there are few international or national licensing programs for IT professionals: 

• There is no universally accepted core body of knowledge 

• It is unclear who should manage the content and administration of licensing exams 

• There is no administrative body to accredit professional education programs 

• There is no administrative body to assess and ensure competence of individual workers 

 

Common Ethical Issues for IT Users 

 

Software Piracy 

 

Sometimes IT users are the ones who commit software piracy. A common violation occurs when 

employees copy software from their work computers for use at home. 

 

The increasing popularity of the Android Smartphone operating system has created a serious software 

piracy problem. Some IT end users have figured out how to download applications from the Android Market 

Web site without paying for them and then use the software or sell it to others. 

 

Inappropriate Use of Computing Resources 

 

Activities such as surfing the Web, playing video games, and participating in chat rooms erode worker 

productivity and waste time. 

 

Supporting the Ethical Practices of IT Users 

 

The growing use of IT has increased the potential for new ethical issues and problems; thus, many 

organizations have recognized the need to develop policies that protect against abuses. 

 

Establishing Guidelines for the Use of Company Software 

 

IT managers must provide clear rules about the use of home computers and associated software, and ensure 

that employees have legal copies of all the software they need, regardless of the location of their work. 

 

Defining the Appropriate Use of IT Resources 

 

Effective guidelines allow some level of personal use while prohibiting employees from visiting 

objectionable Internet sites or using company email to send offensive or harassing messages. 

 

Structuring Information Systems to Protect Data and Information 

 

Point out that organizations must implement systems and procedures that limit data access to employees 

who need it. 

 

Installing and Maintaining a Corporate Firewall 
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➢ Firewall: a hardware or software device that serves as a barrier between a company and the outside 

world and limits access to the company’s network. 

 
 

Q: What is meant by compliance, and how does it help promote the right behaviors and discourage 

undesirable ones? (W-13) (S-14) (S-15) (7M) 

 

Compliance 

 

In the legal system, compliance usually refers to behavior in accordance with legislation - such the 

Sarbanes–Oxley Act of 2002, which established requirements for internal controls to govern the creation and 

documentation of accurate and complete financial statements, or HIPAA, which requires employers to 

ensure the security and privacy of employee healthcare data. Failure to be in conformance to specific pieces 

of legislation can lead to criminal or civil penalties specified in that legislation. 

 

audit committee:- a subgroup of the board of directors that provides assistance to the board in 

fulfilling its responsibilities with respect to the oversight of the quality and integrity of the 

organization’s accounting and reporting practices and controls including: financial statements 

and reports; the organization’s compliance with legal and regulatory requirements; the 

qualifications, independence, and performance of the company’s independent auditor; and the 

performance of the Company’s internal audit function. 

 

Main responsibilities of the internal audit department. Note that although the members of the internal 

audit team are not typically experts in detecting and investigating financial statement fraud, they can offer 

advice on how to develop and test policies and procedures that result in transactions being recorded in 

accordance with generally accepted accounting principles (GAAP). 

• Determine that internal System and controls are adequate and effective 

• Verify the existence of company assets and maintain proper safeguards over their protection 

• Measure the organizations’ compliance with its own policies and procedures 

• Insure that institutional policies and procedures, appropriate laws and good practices are 
followed 

• Evaluate the adequacy of information available for management decision making 


